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ABSTRACT

COVID-19 has changed a lot in our daily lives, where school classes and remote classes have been combined or
converted to remote classes. Many students spent more time online, and cyberbullying, such as indiscriminate disclosure of
their personal information, bullying of their classmates online, increased. In this paper, we propose an online education
program as a countermeasure against cyberbullying. This program is designed for elementary, middle, and high school
students and can also be used for informatics or ethics classes in the 2015 curriculum. The proposed program is divided
into four major themes: ’Cyberbullying,” ’Information Security,” ’Cyber Crime,” and ’Language Violence,” and is divided into
a total of ten topics according to its connection. It was organized to teach the topics evenly by grade. Also, the program’s
feasibility was verified by experts on the selection of educational contents and organizing of contents. In the future, it will
be necessary to apply for this program and conduct an effectiveness analysis to measure whether it has effectively
contributed to the decrease in cyberbullying rates among students and the improvement of coping skills.
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Fig. 1. Cyberbullying among all school violence(7)
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Table 1. Countermeasures against cyberbullying
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Institutes

Countermeasures

Ministry of
Education

* Development and dissemination of cyberbullying prevention
education materials

* Development and dissemination of standard training plan for
prevention of cyberbullying for teachers

= Supporting for designation and operation of ‘Cyber Violence
Prevention Education Week’

* Formation and operation of taskforce groups for the prevention and
response of cyberbullying

Pre
Ministry of Justice . Qperatlon pf training coursgs to strengthen the competencies of the
Youth Delinquency Prevention Center
Ministry of Gender = Development of digital sex crime prevention education contents
Equality and = Conducting education using the cyberbullying prevention peer
Family counseling program
National Police - Cultivating professional instructors for ‘Cyber Crime Prevention
Agency Education’
= Designating as case managers for cyberbullying victims by Wee
Ministry of Center
Education = Reinforced support for digital sexual offense victims, such as
Post counseling, hospital treatment, legal counseling, etc.
0s

Ministry of Gender
Equality and
Family

* Reinforcement of cyberbullying reporting and counseling capabilities
of the Youth Cyber Counseling Center

* Operation and regular inspection of youth harmful media
monitoring group
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Table 2. 2015 curriculums

hool -
Schoo Grade Sub Achievement Standard

Level ject
(2An03-04)
Know the type of
school violence and
deal with it.
(6D002-01)
E.S. Develop moral sensitivity
to various problems in

A
1-2 Safe
Life

5-6 Bthics | cyberspace, and learn and
habituate manners and
laws to follow in

cyberspace.

(9Jung01-03)
Understand the necessity
of cyber ethics that
individuals should protect
Infor- | . . . .
in the information society,

. they practice preventing
tics .
cyber violence and
preventing addiction to
games, the Internet, and

smartphones.

(12Jungbo01-06)
Infor- Understand the system to
H.S. 1-3 ma-
tics cyberspace and practice
cyber ethics.

prevent social problems in

*E.S.=Elementary School, M.S.=Middle School,
H.S.=High School
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S dbo} AR w8 T2 galS A - Weksl= zb Table 3. Online cyberbullying education
g5 A programs

i KISA Common Sense
3.3 stw AIO|HZY 12 s T2 W MA K. - Media balance

B . - Violence
ApolE e 91 2kl w8 Z2 o o) - Cyber
£+ AAE %}45}7] A, A e Aand Aol dgfﬁmation, - Think online
ZH3 Py w8 ZE e = AL Ay vio atlf)n f)f - Digital citizens
_ E.S. portrait rights
B3 BAsieleh. o Bal Tl g 2 - Outeast, witch | Fower of words
Aol e s zaad ue AAE FEsA hunt yberbullving
sl Sl dmden dFUUAE  Verbal violence
. 1n game
(Korea Internet & Security Agency, KISA) Viol
A AT Z2F L5 L Ao} o}BAlEle] o} Creemypasta | - Disital drama
S ooz Aoln] st mujel wlAlA ole} %Y M5 1. cyber force - Online hate
RX) A}o]a{%ﬁi Auke 98k W8-S AAF . T4 - Pornography p
b A XS 2x5 1 9l}(17). E w§ Te - Media violence | Online
Ao %—, TEsH Aoz U] A 471 ' l\h//[{(;:;l:nger disinhibition
29 Z7] o2 AR FAH] ot 24 o H.S. Manners 'Sfonsequences
4 TSl E2e) A gelz Axkajel Aoy SCyber terror |
Heldle, 24 Qs guh deEY S o  Cyberbullving
o} A Ao gz= gyl Y, Alolw] 7re *K.=Kindergarten, E.S.=Elementary School,
Sete o ygaln] g A wrjo]Ey, M.S.=Middle School, H.S.=High School
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Fig. 2. Suggested online cyberbullying education program - Digital drama
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Table 4. Suggested online cyberbullying education program contents

Prevention Response
Types Description Types Description
. . . - Reporting cyberbullying
. - Anti-mobbing bahaviors . .
Oberbulying | Managing minor conflict Gberbullying Inter\'fentl'on when‘
experiencing mobbing
Cyber - Listening Respectfully Cyber - How to stop cyber language
language - Difference between jokes language violence without giving up
E.S. violence and bullying violence access to the Internet
Digital - Setting boundaries Digital - Protecting private
drama - Taking a time-out drama information
Cyber - Cyber insulting cases Cyber kziill a?uzlodr;lete the
defamation | - Honesty and Misunderstanding defamation con teri
Ghabdlying | - Effects of cyberbullying Cybarbullying - Reporting cyberbullying
Personal - How to use the personal Personal . e
information data leak checker information | E;gclrtal tind(e};ttaakmg
leakage - Setting safe passwords leakage ypUing
MS. Mobile . Social media etiquette Mobile . Under;ta}ndlng Reportl'ng
messenger K . messenger /Restriction of Use/Policy
- Ditching the HATE
manner manner by messenger platform
Cyber - Forms of cybersexual Cyber - Resisting or escaping
sexual violence sexual cybersexual assaults
assault - Avoiding abuse situations assault situations
Ghabdlying | - Effects of cyberbullying Gyarbdlying | © Reporting cyberbullying
- Ignoring Creepypasta )
Cybgr - Understanding the psychological Cybgr Ps'yc'hotherapy.
ostracism . ostracism - Crisis counseling
damage of ostracism
H.S. -
Cyber - Requirements for Cyber . Cyberstalking legislation
stalking establishing cyber stalking stalking y g lee
Cyber - Types of cyber terror Cyber - Understanding the cyber
terror - Importance of backup terror terror responding manual

*E.S.=Elementary School, M.S.=Middle School, H.S.=High School
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Table 5. Instruments used

Factors Sub-factors
Selection of Cor'1s1.stency
Academic importance
contents
Usefulness
Logical balance
Organizing Psychological suitability
contents Affiliacy
Statements

CVR = {Ne-(n/2)} / (n/2)

Ne : number of panelists indicating “essential
/ N: Total number of panelists

Fig. 3. Content Validity Ratio Formula

Table 6. Content validity ratio of Cyberbullying

Factor Types M SD | CVR

Selec-
tion of Cyberbullying 4.95 718 .98
contents

Orga-
nizing Cyberbullying 4.87 .59 .83
contents

Content validity ratio of Cyberbullying

W Organizing contents

M Selection of contents

1] 4+ A4 3 g ue
HEE Hliﬂ'J Ao},
EE ¢, ARHET FA0] Afele wg g A
FEox] ww, AAY Xéiv-g 27417 CVR
1% 7P A depger], TiA| =ehekvh
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Table 7. Content validity ratio of information
security

Table 8. Content validity ratio of cyber crime

Factor Types M SD | CVR
Factor Types M SD | CVR Selec- Cyber stalking | 4.88 | .69 | .83
. Cyber terror 4.73 .76 .78
Cyber 471 | 59 | .79 tion of =~ I
<l defamation ‘ ' ' contents yazzasjiua 4.95 | .82 | .86
elec-
. Personal -
tion of . . _ | Cyber stalking | 4.79 | .88 | .72
contents mfz;rﬁlaa;eon 4.89 17 A1 r?il;?ig Cyber terror 4.52 .65 81
Cyber sexual
Digital drama | 4.61 | .81 | .72 contents assault 4.82 1 .14 | .TT
q fcybetr. 4.89 | .65 | .80
Orga— elamation Content validity ratio of Cyber Crime
L Personal
n1ZIng information 4.59 87 .85 Cyber
contents leakage stalking —Selection of contents
=—Organizing contents
Digital drama | 4.67 .83 17

Content validity ratio of Information Security

Cyber .
—Selection of contents
defamation
==Qrganizing contents
0.80
0.79
0.77 \\. 0.91 p |
. ersona
Digital 0.85

information

drama leakage

Fig. 5. A comparison of CVR for information
security
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Y A7 FIelHE B CVR = 92 olem
A7} A e Ao FE e AolwE o4
WhEA ThEjol @ AR BRehn ol Ao u
A}, ‘mapad wAlA "] CVR = 9622 714
& WSEIE W et 2o o 4 glele
o, Alolu] 1o} FA7L VR = 922 744 e
WEehE Al dehdth w% We 24 9
oAl Aolw s}zl CVR = 912 7V %
ehgton) mwjel wlAlA €@l CVR = 872
g B AR Ao mE e 27
G5 WEEE wlge] WA QA & &
Slsleh Tk g 2 BBelE Aoz ]
gegE wigo] ¥ AAR AL & 4+
Table 99} Fig. 7oA ‘Alolw W' vlgebere]

0.83

Cyber sexual

Cyber terror
assault

Fig. 6. A comparison of CVR for cyber crime

Table 9. Content validity ratio of verbal abuse

Factor Types M SD | CVR
Cyber language 489 78 99
Seloc violence
tion of Mobile
messenger 491 .75 .96
contents
manner
Cyber ostracism| 4.95 .92 .95
Cyber language | 4 g5 | g5 | gg
Orga-ni violence
sin Mobile
8 messenger 4.77 .79 .87
contents
manner
Cyber ostracism| 4.86 .84 91
Content validity ratio of Verbal Abuse
Cyber
Isl?::cg: —Selection of contents
==Qrganizing contents
0.95 0.96
= - _\/ Mobile
Cyber messenger

ostracism
manner

Fig. 7. A comparison of CVR for verbal abuse
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